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1. Features and Bug Fixes

This version of Vertiv™ Environet™ Alert focuses on feature enhancements, bug fixes, performance improvements, and platform
updates. For simplicity and clarity, not all minor tasks (with reference numbers) are included in these release notes.

Version 1.5.3 Features

REFERENCE NUMBER DESCRIPTION

Us974 Upgraded the bundled Apache HTTP Server to 2.4.68, resolving published security advisories in the

server and its cryptographic components.

Us972 Upgraded the bundled Apache Tomcat application server to 9.0.120, resolving several published

security advisories.

US975 Upgraded the bundled Java Runtime Environment to 17.0.19.

Us973 Upgraded the bundled MariaDB database to 10.11.18.

us976 Updated the embedded Niagara Framework to 4.14u6.

us978 Validated installation and operation on Windows Server 2025.

us979 Audit log entries now capture details of the originating client request, improving traceability of user
activity.

uso68 Added automated open-source dependency scanning to the build process, so bundled third-party

components are checked continuously against published vulnerability databases.
Us980 General code cleanup and minor performance improvements.

us977 Not published. Internal regression pass, not a customer-visible change.
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Version 1.5.3 Bug Fixes

REFERENCE NUMBER DESCRIPTION

DE955 Updated bundled third-party libraries to current releases, resolving published security advisories.
DE957 Consolidated into DE955.

DE954 Consolidated into US974. Resolved by the Apache HTTP Server 2.4.68 upgrade.

DE956 Consolidated into US972. Resolved by the Apache Tomcat 9.0.120 upgrade.

DE953 Hardened the Niagara interaction to strengthen enforcement of the product’s protection controls.
DE921 Strengthened credential handling and storage within the application.

2. Supported Software Information
o Client Browser (latest tested versions):

e Microsoft Edge (122.0.2365.59)

e Firefox (122.0.1)

e Chrome (122.0.6261.95)
e Server Operating System:

e Windows Server 2025 (Recommended)

e Windows Server 2016, 2019, 2022

e Windows 10, 11 64-bit

3. Technical Support Information

For technical support, please email dcimsupport@vertiv.com or call 1-800-222-5877 and select option 7.
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